Chapter 9

User Datagram Protocol
(UDP)
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Pseudoheader

All Os

[SAE HIMS 212 Pseudoheader

32-bit source IP address

32-bit destination IP address

8-bit protocol

16-bit UDP total length

Header

Source port address Destination port address
16 bits 16 bits
UDP total length Checksum
16 bits 16 bits
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Data

(Padding must be added to make the data a multiple of 16 bits)
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10011001 00010010 153.18
00001000 01101001 8.105
153.18.8.105 10101011 00000010 171.2
00001110 00001010 14.10
171.2.14.10 00000000 00010001 0and 17
. 00000000 00001111 15
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- 00000100 00111111 1087
1087 00000000 00001101 13
s 00000000 00001111 15
00000000 00000000 0 (checksum)
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01000111 00000000 G and 0 (padding)
10010110 11101011 Sum
01101001 00010100 Checksum
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NE: 1, 23 =N

= Ethernet II, Src: Hana_a®:12:5e (00:90:08:a6:12:5e],
® Destination: LucentTe_9%:1c:03 (00:30:6d:99:1c:03)
H Source: Hana_at:1z2:%e (00:90:08:a6:12:5&)

Type: IP (OxO800)
= Internet Protocal,
version: 4
Header Tength: 20 bytes
pifferentiated services Field:
Total Length: 59
Identification:
Flags: 0x00
Fragment offset:
Time to Tiwe: 128
Protocol: UDP (0x11)

Dst: LucentTe_99:1c:03 (00:30:6d:99:1c:03)

Src: 211.248.7.191 (211.248.7.1%1), Dst: 211.248.0.1 (211.248.0.1)

Ox00 (DSCP 0x00: Default; ECH: 0x00)

Ox770a (304747

0

Header checksum:

0x13f7 [correct]

Source: 211.°2
cestination:
= User Datagram

Source part:

P

48,.7.191 (211.248.7.191)

211.245.0.1 (211.2458.0.10

rotocol, Sre POrT: mesavistaco (12497,
mesavistaco (1249

Ost Port: domain (530

Destination
Length: 35
# Checksum:

1. °|F{X PDU
1.1 °|={5¢ PDU%IF1=? 00:30:6d:99:1¢:03:00:90:08:a6:12:5e:08 00
1.2 =EXX| MAC FAE? 00:30:6d:99:1¢:03
1.3. 22K MAC FAE? 00:90:08:a6:12:5e
1.4 O|F1{ BEH=? 0800
1.5 HIERI HIT 2 O™ AMH|ARIT? IP DEERE MEFIE YEXZA IP WA M

port: domain 53]

DxG227 [correct]
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00 3b 77 0a 00 00 80 11 13 f7 d3 f8 07 bf d3 f8
00 01

45 00 00 3c 40 32 00 00 80 01 00 00 dc 45 da f2 dc 44 86 01
2.2 ENX| IP FAE? 211.248.0.1

2.3, EIAR| IP FAE? 211.248.7.191

2.4 TEEE %E=? UDP(0x11)

2.5 IP%] 2| HIT2! M4 HT 2 O AMH|AL T2 UDP
2.6 IP H{X'=? IPv4

2.7 IP %5 ZI°|=? 20 Bytes

2.3. TTL 2427 128

2.4 ID #&? 770a

2.5 Yo MTAIZHE ? 13f7

2.6 M| O |22 59 (IPYIIE] MIQA| 39HO|E)

3. UDP PDU

3.1 UDP PDU%IE1="?

04 e1 00 35 00 27 92 27 |

3.2 E&R| ZIE=? 53(DNS)

3.3 2R TEE? 1249(4212]1 unwell-known port)
3.4 UDP Zi°|=? 39

3.5 UDP ®|I5{ M|3&32? Ox9227

3.6 EOFF 1N Flo= REICIET| FTEZ BMOIRIIUNETI? HICIE
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NE: 4 EN|

00 90 08 a6 12 5e 00 30 6d 99 1c 03 08 00 45 00
00 of a0 b4 40 00 fe 11 2b 88 d3 8 00 0L d3 f&
07 bf 00 35 04 el 00 8h &2 OF

[ Ethernet II, 5Src: LucentTe_99:1c:03 (00:30:6d:9%:1c:030, Dst: Hana_abh:1l2:5e (00:90:08:a6:12:5e)
= Destination: Hana_af:12:5e (00:90:08:a6:12:5e)
Address: Hana_ag:12:5e (00:90:08:a6:12:5e)
a0 s ie e veee eww. = IG Bit: Individual address {unicast)
cene L D0 Lo s aees s = LG Bt Globally unigue address (factory default)
E Source: LucentTe_9%:1c:03 (00:30:6d:99:1c:03)
Address: LucentTe_99:1c:03 (00:30:6d:99:1c:03)
A R Iz hit: Individual address {unicast)
e LG hit: Globally unigue address (factory default)
Type: IP (OxO800)
= Internet Protocol, Src: 211.248.0.1 (211.248.0.10, Dst: 211.248.7.191 (211.248.7.191)
version: 4
Header Tength: 20 bytes
® Differentiated services Field: Ox00 (DSCP Ox00: Default; ECH: 0x00)
Total Length: 159
Identification: Oxadhd (41140
F Flags: 0x04 {Don't Fragment)
Fragment offset: O
Time to Tiwve: 254
Protocol: UDP (0x11)
= Header checksum: 0x2hed [correct]
[Good: True]
[Bad : False]
source: 211.2458.0.1 (211.248.0.10
cestination: 211.248.7.191 (211.248.7.191)
= User Datagram Protocol, Src Port: domain (530, Dst Port: mesavistaco (1249)
Source port: domain 53]
Destination port: mesavistaco (1249)
Length: 1395
 Checksum: 0x320f [correct]




