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11-1 ARCHITECTURE

-WWW: distributed client-server service

. Client: browserE AtEot{ AHE| AHIA0 &2
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11-2 HTTP

-Hypertext Transfer Protocol (HTTP):
World Wide Web0i| &= otJ| ?let E2&EZ .

_HTTP : FTP(Z E 20, 21)2} SMTP2| =&

FTP 2IA: I'YS B TCP ALE, TCP ZE 80 AlE5tD
=1 0| RO 20| CI0IE{BF 220191 E 9 M A0l O B2
et FTPELE & i

. 2210IEWWW B2t2H) 2 A H (WWW Al B) AHOI 2]
1016 O] QFersr H2l(2 6 XD Mo, SMTP HIAIXI =
AFEO
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HTTP transaction:

HTTP transaction: & B2t 4t & MAHO otLiel ES 21
g AHII E2 H2lot SE2 d5ol= s Hel ™S
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O A BetLMI & AHIF EXE SAEN HZSHT.
22 M= RE 43! (request packet)= GH=C.
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Format of the request and response message

Request line

Status line

Headers

General header

Request header

Entity header

Headers
General header

Request header

Entity header

A blank line

A blank line

Body

Body

Request message

Response message
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23 HIAIXI(Request) & EH

23 HAIXI(Request): LEMIAIXI= 23 2t2l(request line),
ollCi(header) 12|11 % 32 2&(body)2 2 14 E L.

Legend

Request Method | |sp sp| | Version ||cr || 1f | SP- Spaqe
Line cr: Carniage Return
If: Line Feed

Value | |cr || If

:

Header Name

w
o

Header Header Name sp| | Value | |ecr||1f

Lines

Value | |[cr || If

Header Name

Body Variable Number of Lines
(Present only 1n some messages)

w
e}




23 2toI(Request Ime) 23 EZ(request type), A2 (URL),
HTTP H & (version) S & 2| &tC}.

Space Space

l l

Request type

(method) URL HTTP version
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Method |://| Host | : Port | /| Path




23 EZ(Request type)

el DXl 238 RES01 32510 0l RE82 23 HAIXIE 6 JHXl
HAEZ E&F8&HCH HIAE(Method)= Z2H0IHEI AHUIAH EUE
A FHO0IHU REO|LCH

16



E (Method)

O GET: Z2c0IHEJ AHZRH SAHE &0 2J| & [ AtS.

M= 2FIt gle B2 23 SEUAXIS 220 242 WEE 50tA SEELL
HEAD : A AtAIJt OtLIcH 240 Ciet (E SEE & [ M E,
Ol= GET1 HI=<GI XISt NHZSH2 SEUH ==20| 8l= 0| Ct=2C
POST : 2c0IHEIL AHOINH OE HEL2E NS I MASECE 0IE SN, A8 25E 2 T
PUT : ScIO0IHEI AR HEE M SAH &2 WAl SAHE HBot)| foll AAZBElLD BNE

PATCH : PUTH Hl=zotLt F 0| J|E T 0lA 8 & 010F ol HEMES SFBtS X861 UCts 0| CH=C
COPY : IS CIE |IXIZ SAGH)| foi A5 |2 /AX= & etel(URL)NHA =HXI2 SE X2
fXl= &S5 s =0 &IC

|XIZ 0IS5t| ?Ioh AH2E 1, A=l fIXls & 242(URL)NAM =X SEX2

IG0IA =01 &ICEH

DELETE : ABH0IA SAE HHot)| floll AtS= L.

LINK: EM0IA CHE |AXIZ 3L HISS Yd&o] | ALEE L, A=l fIXl= 23 ctel(URL)0IA
FO XL SHXS AXs &S5 ollGoA =0 &LCH

UNLINK : LINK Ol 2~Z0ll 2ol dd= &3 E Aot ol Ar==CL.

OPTION : 22t0IHEIL AHOUIH AtE IS8 SES 2 25tD| fAoH AtESHCH.

-lo

g
MOVE : It & C+2
Egss

fe.l

-
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URL

8 HIO|XIE HHASL)| |dl= 22H0IHEE= FAE ERZ &L &
HNAHON HAU= S S0 CHet HHAE JFsStAH otJ AotK, HTTP=
Xl XA XH(locator)ct= HE S AL SHLI.

-OZEZ: FNE JIN2I| floll AEE= ZZ2EZE HAIOl= H2=E

FTP, HTTP, TELNET S2 = &= S otLIE A& stLl.
-SAE F=A 1 RFESHFEEIL Xl U= AIAE 2] =A(IP or Domain
name)S LIEFHCE
-ZEHS : URL2 &20l= MBS port IS E XNIEE =+ QUL
-H & (Version)
HTTPS H&E S ZAISHCEH (HREE 1.12 ALE St
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010

& Ol Al XI(Response) & EH

SE UIAIXI= & ctel, o, 2l £ R 2&2(Body)2= 24 & L.

Status
Line

Status

Phrase ||cr

1f|

Version | |sp code sp

Header
Lines

Header Name Value | |cr || If

Header Name Value | |cr||If

Header Name

Variable Number of Lines
(Present only 1in some messages)

Legend

sp: Space
cr: Carriage Return
If: Line Feed

J
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AFEH 2+QI(Status line):
&EH ctRIZ2 HTTP A, &FE 25, B €3

sSpace space

l i

HTTP version Status code Status phrase

« HTTP version
QA 2Iole HE ot =206},

- A EH 3 &(Status code)
FTP2I SMTP EZEZ0| AU
of?l & e ME&+==H

Ct. Ol= Ml Xtel =Xt2 A EIC
o A
HTTP & Bl 2E= &t & Jtsst s2l& ZE0IC0H

), REM E&==5JH == L=l Ch

44 9

U T
4>
Rl

ol

rir
E

hl

- A'El & H(Status phrase)
=X SEHZ T 0 JA2H & 2EE 4 HSHH.
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oll 4 (General): HI Al X 0l CH
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Cache-Control
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23 §llEH(Request): & Ol Al XI Kl 2F
Z20IHEI ESot= 2AEAE X

S =

FEMolY Ol= 22H0[HE & it

INES
o

ofCt.
ol

ECHEF X 20|

=
ol & 9
Accept S& HAIX =2tAl OICIOf EfL 2 S Al
Accept-Charset SEAl =5 = X Ml(set)S LIEHS
. Accept A
Accept-Encoding | LSR5 ey 022 50 2522 W
A t A
Accept-Language Mcé? ﬁ OTO1}O| _
Authorization AMNEXS 01E E Xt =3 Al
From QLA HNOIMEE Mot AFE X2 CIHY WY =4
Host QLEE NI SAE HY LEHS
[f-Modified—Since GET W AE9} 34 AFREH = Z2aE o2 WA dxf o]3 9] Algo|d A
If-Match HAESQ 8 A5 = ZHE2OZ 0|™) &S HEIEl & =240] &= 210|
ae ASH AFB5ID DE X Lo MBIE Sol CHAl 81S6hs cache Jls 48

_ _ HASS S MEEHe ZHAR2OZ 0|MHl S8t dEIEl & X240] &= 240

i~None~Match SLO¥ HHIS Sl SSEIE cache JI5 48
o . HAEQ 8 AI2E = XH202 QA IR0 HAISH SR 0lF0

If-Unmodified-Since xS PII UOICID J =2 A8H
Max-Forwards TRACE W AE 9} a7 Al&5&= Aoz Ao|EYole] =2 A|at3t uj AL&
Proxy-Authorization| Zcl0|HEI} proxyE REUIAIXN Al Z220/HES 10| 2 [ A=
Range HTTP HA| = 2] & &2 2 A
Referer Cist B0 MEH(XIY MY A2, XM= cache Y, log 88 £)
User—-Agent QAEGI= M HOINMEN Uiet 38 &Y




C
o -
o=cCt
o -
N
o 1L

+ 6l 4 (Response Header)

HIAIKIO S &S = AN AHE 20 QLEN Tt S &t
£ Al &etl}.
s dd s L 20|
" a9
Age ANHIF S Y= AlEet A|I2Z2H SESH AIZHEE
Location AR stgEs /x| 882 8Y

Proxy—-Authenticate

Public

MHUA XI&06

Retry—After

0|
=
o | b

J
Zct0IHEDL oY At

d2 &E

1= HHMIA AFEE = S=X0ll TSt

Server MNHDOF AMFE0ls AZERN B2
Warni SE AEH0 et RO1EQ M2 WY F2 4 Jls SHA
arting o0l Mg RHAIN MYots Fo B

WWW-Authenticate

Accept—Ranges
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52

oll 4 (Entity):

o M
82 5 8 2 20
(5 RE: £ 9
Allow LQESH URLS AIAEINA XIFE &= U= HAE

Content—-Base

&
e URLS o2 I AMFEE = EE

Content—-Encoding

22 (entity) 0l A2 &= QDY BIAIS HA|

Content-
Language

Content-Length

Content-Location

Content—-MD5

Content—Range

|.

Content-Type

== A AL &= 0IC

o EF
ETag 2t QIE[EICIA AL &= B
Expires SHINM S0 I E [He A2t 32 ME
Last—Modified =200t ez2 HEE AIEES MY




Example 11.1

SNE 20H2= U2 Z HZ Jusr/bin/imagel/0l A= OI0IXl LS
21 2)| ?oi GET HIAEE AIEEHCL

3 HAIXIHNANME 23 2ol 2J42 I E Z&6t=0 3 2ol
(GET), URL, HTTP H&(1.1)S Z A5t I = 2210/ EJ} GIF,
JPEGEACZE SlalsS =38 = USS LIEIHCL 2 =82 X1

S M — =

UAXl &L
SE HAIXI= &Ef 2t 4=2| 3G E Zetol=0 422 ol ctelol=

< (Date), At (Server), MIME H&, 2 K2 0|E & Q| &tHLI.
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Request line -

2 line Header --

Response status --

4 line Header --

Request(Get method)

GET /usr/bin/imagel HTTP/1.1
Accept: image/gif
Accept: image/jpeg

Response

HTTP/1.1 200 OK

Date: Mon, 06-July-2002 15:21:10 GMT
Server: Cave

MIME-version: 1.0

Content-length: 2048

Server
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Example 11.2

CtS &322 XD PCOHIA ?*2(www.google.co.kr) &= Al ARP, DNS
o2 SH MAICE =4I IP =AZ TCPE S, http GIOIE Y WA
Ol Z=EZSU & & X™ot) 24 0let

@ ipconfig /all (Lt 1P, MAC, CIZE HOIE9I0l, DNS At =24

Ethernet adapter !

Connection—specific DNS Suffix . :
Description : Intel(R> 82579LM Gigabhit Network Co

Physical Address. . . . . : 78-2B-CB-AF-6F-AB
Dhep Enabled ~
IP Address. : 220.69.218.233

subnet Mask D 255.255.255.128

Default Gateway : 220.69.218.254
DNS Servers . . . . . . . : 220.68.134.1

L}o| IP =4 168.126.63.1
MAC =2
CIZEAO|E 4

DNS MH FA




@ ARP &0l (AIZH & ARP SE0| JU=X EolS 8t & S5 AHH)

C:WDocuments and Settingstfidministratorarp —a

Interface: 220.69.218.233 —— Bx2
Internet Address Physical Address Type
220.69.218.254 30-e4-db—-9bh-bb—-cb dynamic

C:WDocuments and Settingsifidministratorarp -d

C:WDocuments and Settingsifidministratorarp -a
No ARP Entries Found
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@ 2 A0l E(www.google.com) B &

(2 Google - Windows Internet Explorer

:;—\:: ﬁ google co,ky v| +| % |EI | Rir
My BEE =AM SHENA T TSZH

Jr EAEN | o5 g UEM g FacebookH 24 S

#] Google | BB O o= HOWE- SR EH0- @
A 2H27 GoogleS ZHI0IXIZ 2F35s 2 0HAL? Zolg . SR -

+72? HAM 00Al A& Play

YouTube w4 Gmail FAE? 22ad

bl

S dS M2 Al2ale U
‘.

Chrome (F22C

Google

3=

Google 2141 Fm Feeling Lucky

iGoogle  HHE OI0IF B

U Iz fUEE T T U2 Google ¥ Google.com in English

@ U

P

G- BI0% -
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@ ARP Request I3/
(722 MAC =4AE 22| 20l ARP RE 22 MAC =4 &09l)

M IV IARETIVVY  LlVIVIT  adV a2 LEVIVII LAV G2 nwive JE& INQNT YU y IR W AUV

44 51.074119 pell_ar:6f:ab Broadcast 2 42 who has 220.69.218.2547 Tell 220.69.218.233

45 51.075453 Cisco_9b:bb:cé pell_af:6f:ab ARP 60 220.69.218.254 is at 30:ed4:db:9b:bb:cé

# Frame 44: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
= Ethernet II, src: Dell_af:6f:ab (78:2b:cb:af:6f:ab), Dst: Broadcast (ff:ff:ff:ff:ff:.ff)
# Destination: Broadcast (ff:ff:ff:ff:ff:ff)
@ source: Dell_af:6f:ab (78:2b:ch:af:6f:ab)
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware Type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)
[Is gratuitous: False]
Sender MAC address: pell_af:6f:ab (78:2b:ch:af:6f:ab)
Sender IP address: 220.69.218.233 (220.69.218.233)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 220.69,218,254 (220.69.218. 254}
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® ARP Reply {12! (?20] 2/ RUIEHI0I]| 20l Lt2l 2t2H (CI2
HIOIERI01)S] MAC =49 reply)

G JL.WIRLLY WLElI_dl J01 . dl Bl uduLdsL RAKF GL WD Tldad £&WV. 09, £L0. L0687 121l &LV, 0. £L0. £33

¥

44 51 075453 Cisco_9b:bb:c6 DP11 af hf ab AR 60 hLU.u_.'l “54 is at 30: db 4h bh cb

® Frame 45: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, sSrc: Cisco_9b:bb:c6 (30:e4:db:9b:bb:c6), Dst: Dell_af:6f:ab (78:2b:cb:af:6f:ab)
@ Destination: pell_af:6f:ab (78:2b:cb:af:6f:ab)
# Source: Cisco_9b:bb:cé (30:ed:db:9b:bb:c6)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2)
[Is gratuitous: False]
sender MaC address: Cisco_9b:bb:cé (30:ed4:db:9b:bb:cé)
sender IP address: 220,69.218.254 (220.69.218.254)
Target MAC address: Dell_af:6f:ab (78:2b:cbh:af:6f:ab)
Target IP address: 220.69.218.233 (220.69.218.233)

0000 78 2b cb af &f ab 30 e4 db 9b bb c6 08 06 00 01 Xt..0.0. vivennn.
0010 O8 00 06 04 00 02 30 e4 db 9b bb c6 dc 45 da fe ...... 0. vuunn E..
0020 78 2b cb af &f ab dc 45 da 9 00 00 00 00 00 QO Xte oD E cuvenans
0030 00 00 00 00 00 00 00 00 00 00 00 00 i ieeiere anna




® ARP =5 =2I(ARP S50 Lt2 2tH =A(CIZE AHOIESRIONI FIHE)

C:Wocuments and SettingsWAdministratorarp —a
No ARP Entries Found

C:WDocuments and Settingsifidministratorarp -a

Interftace: 220.69.218.233 ——— BxZ
Internet Address Physical Address Type
220.69.218.254 38-e4-db-9b-bh-cb dynamic

ARP2| 2 H(Request)?t S & (Reply)2 LIQ| 2}2E 29
MAC =A47F ARP 2| AEQ| =7HE.
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@ DNS Query 2! (7201l E=3tD| 2ol DNS A0l 22 IP =28 E0I13.
UDP THZ!0ll DNS HIAIXl Z&&.)

.IH

L LT T O [ EEl kil P okl W EEWE W Gl b mimown ] A e U EaEE P

63 51.552547 220.69.218.233 220.68.134.1 ONS 76 standard query A www,google.co.kr
R4 81 83704 290 AR 134 1 10 ARG MR 33 (3111 R4 erandard miorv PoCRARCE CMAME wAAorrT Aannnlo Fam A T4 128 71 Q4
+ Frame 63: 76 bytes on wire (608 bits), 76 bytes captured (G608 bits)
# Ethernet II, Src: Dell_af:6f:ab (78:2b:cb:af:6f:ab), Dst: Cisco_9b:bb:c6 (30:ed:db:9b:bb:c6) LI'El DNS A"H'l ':|E_+_
® Internet Protocol version 4, src: 220.69.218.233 (220.69.218.233), Dst: 220.68.134.1 (220.68.134.1) -
< User Datagram Protocol, Src Port: 9943 (9943), Dst Port: domain (53) = 220.68.134.1

source port: 9943 (9943)
Destination port: domain (53) UDP 3" |:-| (1)
Length: 42

® Checksum: 0x5d2b [validation disabled]

= Domain Name System (query)

[Response In: 64]
Transaction ID: Oxchbdb

= Flags: 0x0100 (standard query)

J

Dive vvne vvne aeas = Response: Message is a query

000 0o wves wues = Qpcode: Standard query (0)

cees wo0. ouuy oo, = Truncated: Message 15 not truncated
,,,,,,, 1........=Recursion desired: Do query recursively
vere wees W00 o0y, =20 reserved (0)

........... 0.... = Non-authenticated data: Unacceptable == NNS |]1|A|I| (2)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
= Queries

= waw.google. co.kr: type A, class IN

Name: www.google.co.kr

Type: A (Host address)

Class: IN (0x0001) —
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@(1) DNS Query I3/ (UDP dlILH)

= User Datagram Protocol, src Port: 9943 (9943), Dst Port: domain (53)
source port: 9943 (9943)
Destination port: domain (53)

Length: 42 M
+ r.he-:ksum 0x5d2b [validation disabled] UDP 0" EI LHR 0"
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@(2) DNS Query IH3!(DNS BIAI Xl 2 & (query))

= Domain Name System (query)
[Response In: 64]
Transaction ID: Oxchdb

= Flags: 0x0100 (standard query)

Duve vvve v wes = Response: Message 15 a query

00000, vue = Opcode: standard query (0)

0. ..., ... = Truncated: Message is not truncated

....... 1.... .... = Recursion desired: Do query recursively

W00 L. =20 reserved (0)

........... 0 .... = Non-authenticated data: unacceptable
Questions: 1 —
Answer RRs: 0
Authority RRs: 0
additional RRs: 0 Domain

- Queries -
= wew. google. co.kr: type A, class IN name
Name: www.google.co.kr
Type: A (Host address)
Class: IN (0x0001) -

Oxcbdb 0x0100
(Lt9| IDZ chdbZ 99| 7] (Eef1)
0x0001 0x0000
R EEED (cEg3Lo )
0x0000 0x0000
(FotgACol +) (F2pEFCol )
3 W w' W
6 g ] o
g’ I ‘e’ 2
' ‘0 2 'k’
o 0 0x0001
(Fe] 1902 1(A)0|Cf)
0x0001
(#el =g 2= 1IN)OJCH

QR

OpCode | AA| TC| RD| RA

Reserved rCode

010 0 0 0jJ0f0]1

010 0 O

0 0 0 0] =312c
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DNS Response IH3!

(DNS MHOIA 22 IP =AE &0t LH0IAH EE(Response)E ELH)

WA A AT MRV WL ANV VWV AT -

220.69.218.233 DNS

i TOW W MMSIMMAL M MMLE Y O SITITE S MWW N W e e

64 51.553299 220.68.134.1

264 standard query response CNAME www-cctld. l.google.com A 74.125.71,94

AL €1 ERIAYA 774 £4 1 ¢ "2 74 1958 71 0a Tro AR clm_ani <
Frame 64: 264 bytes on wire (2112 bits), 264 bytes captured (2112 bits)
Ethernet II, Src: Cisco_9b:bb:c6 (30:e4:db:9b:bb:c6), Dst: pell_af:6f:ab (78:2b:cb:af:6f:ab)
Internet Protocol version 4, Src: 220.68.134.1 (220.68.134.1), Dst: 220.69.218.233 (220.69.218.233)
User Datagram Protocol, Src Port: domain (53), Dst Port: 9943 (9943)

source port: domain (53)

pestination port: 9943 (9943)

Length: 230
# Checksum: 0x232e [validation disabled]
= Domain Name System (response)

[Request In: 63]
[Time: 0.000752000 seconds]
Transaction ID: Oxcbdb
= Flags: 0x8180 (Standard query response, No error)

rrn v Can.i

=

(1

UDP df (1)

T L = Response: Message is a response
JO00 AT s = Opcode: standard query (0)
eer o000 s.u. .... = Authoritative: Server is not an authority for domain

el = Truncated: Message is not truncated
....... 1.... .... =Recursion desired: Do query recursively
........ 1... .... = Recursion available: Server can do recursive queries
.0.. Z: reserved (0)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: unacceptable
Reply code: No error (0)

o
"o oun

Questions: 1
Answer RRs: 2
Authority RRs: 4
Additional RRs: 4
= Queries
= www.google.co.kr: type A, class IN
Name: www.google.co.kr
Type: A (Host address)
Class: IN (0x0001)
= Answers
= www.google.co.kr: type CNAME, class IN, cname www-cctld.1.google.com
Name: www.aooale.co.kr
0000
0010
0020
0030
0040

0050
0060

AN

NoACR2E 1 ana MCC_TARN WC_Q CArv broam.i

}Ltel DNS AjHf F2
= 220.68.134.1

DNS
— DAl %]
()
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®(1) DNS Response IH3! (UDP dlIH)

source port: domain (53)
Destination port: 9943 (9943)
Length: 230

# Checksum: 0x232e [validation disabled]

Source port number
0%0035

(ZMX ZEHZ = 53(domain) 2

0x00e6
(£ &0/ 2300]Ch

0020 da &9 ([EEFIICINTIEIFERE cb db 81 80 00 01
0030 00 02 00 04 00 04 03 77 77 77 06 67 6f 6f 67 6¢

Destination port number
0x26d7

(F57 ZEHEE L9 ZEHE])

2 DNS AHo| SE0|Ch 2 bytes) | 99430 Q0] 40|} 2 bytey
Total lengt Checksum

Ox23e2
(2 bytes)

...

Ceeeeea W, 00001

UDP &5

S % ole

40



0(2) DNS Response 2! (DNS DIAIXI 2Z(response))

# nsl.google.com: type A, class IN, addr 216.239.32.10
¥ ns2.google.com: type A, class IN, addr 216.239.34.10
# ns3.google.com: type A

# ns4.google.com: type A, class IN, addr 216.239.38.10

, class IN, addr 216,239.36.10 J.Il.EI E.II_I_ ;!l. I:I__I_-ol.)\-l ;l;.l% a'l. I-IIII_|- A

[Request In: 631 R OpCode AA| TC|RD|RA| Reserve rCode
[Time: 0.000752000 seconds]
Transaction ID: Oxchdb 1 0 0 0 0 0 0 1 1 0 0 0 0 0 0 0
= Flags: OxB180 (standard guery response, No error) %EHJ "_élE
1ows wees seww +a.. = RESponse: Message is a response
L000 0... = opcode: Standard guery (0)
. L . = Authoritative: Server is not an authority for domain
...... 0. veee «ve. = Truncated: Message is not truncated
.1 ... = Recursion desired: Do query recursively
R R = Recursion available: Server can do recursive gueries
. .0.. . = Z: reserved (0)
. 0. . = answer authenticated: answer/authority portion was not authenticated by the server
.0 .... = Non-authenticared dara: unacceprable
v 0000 = Reply code: No error (0) Oxcbdb 01(313'3
Questions: 1 (Lto] ID2 cbdbz o] M7 (Eg1)
Answer RRs: 2
Authority RRS: 4 0x0001 0x0002
Additional RRs: 4 (Elo] YR EQ =) (22 Y IZEQ )
- QUE:».;EZWQ]E co.kr: type a, class IN 0x0004 0x0004
= . . - : - | e a A
Name: www.google.co.kr Domain (@St Acol ) (FZtyIcol )
Type: A (Host address) 3 'w' w' w'
class: IN (0x0001) name 6 g o o
& Answers Ir I v
= www.google.co.kr: type CNAME, class IN, cname www-cctld.1.googllejcom g I < 2
Name: www.google.co.kr ‘e’ ‘o’ 2 'k’
gs:;.cxﬁ!%oigggfgfcai name for an alias) ” 0 0x0001
: ol o
Time to Tive: 3 hours, 26 minutes, 14 seconds (;FIEI EI‘H_E I(A]OIEH
pata length: 24 0x0001 Oxc00c
Primaryname: www-cctld. 1.google. com o2oM ZolE 2 domain
=lwww-cctld. |.google.com: type A, class IN, addr 74,125.71,94] (H2l 222 1IN)o|Ch ( n;megl_i':ﬂlf"lliﬂ
Name: www-cctld. 1.google.com - =
Type: A (Host address) 0x0005 0x0001
Class: IN (0x0001) (=09l gfgie =z 5(CNAME)
Time to live: 3 minutes, 24 seconds . o|ch (ool 222 1(IN)o|Ct)
pata length: 4 =
Addr: 74.125.71.94 (74.125.71.94) O 0000 0356
= Authoritative nameservers - (=HE LIEHYH 0] mj7lo] +~HE 3.&|7|l 26—'?'—| 14}_0'[“
® google.com: type NS, class IN, ns ns4.google.com 0x0018 74 125
# google.com: type NS, class IN, ns ns2.google.com 1Nl =
¥ google.com: type N5, class IN, ns nsl.google.com (4loJe] Zo|= 240|ChH F=9 IPT4)
@ google.com: type NS, class IN, ns ns3.google.com 71 94
= additional records (£29] IP Z=4)

Lt



© Zoe &2 =35

UDP
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P

@(1) TCP M2 E4 (UEYW X = Set0IHED & MBI X A2 2F(SYN))

-~ - e
1075 1165. 76558 220. 69.218.233 113.30.102.133 Tcp = Len=0 M55=1460 W5=8 SACK_F
1076 1165. 77403 : .-y e tcp |Source port : 1467( LA ZE) 1 Win=5840 Len=0 M55=1460 ¢
1077 1165.77407 220. EB.EIS 233 113, 30.{02433 Tee |09 ZE FA X|H(unwell-known) |=372296 Len=0
s o a] (S P aa] i | Eedoles e

- Destination port : 80(5 & X| EZE)
1080 1165.79879 113. 30,102,133 220.69.218.233 HTTP/ P =
1081 1165.79880 113. 30.102.133 220.69.218.233 1P |>HTTP(well-known) : 9l AH k=138 Win=6912 Len=0
1082 1165. 79881 220. 69,218,233 113.30.102.133 TCP Win=371928 Len=0

1083 1165.79924 220.69. 218,233 113.30.102.133 TCP 54 csdmbase > http [FIN, Aclt:] seq 138 Ack=371 win=371928 Len=0
1084 1165.80745113. 30.102.17 TCP 3“ EI b9.218.233 TCP EEI http = csdmbase [MI(.] Seq-3?l Ack=139 w'in-ﬁglz Len=0

E Tran.—.mssmn conrra] Protocn'l src Port: csdmbase (1467), Dst Port: http (BO), Seq: 0, Len: O

Source pcrrt csambase u
pestination port: htip [80) I
index:
g Header length(3]] Z!0|) : 32 bytes (8 * 4
| Flags 0x02 {m) 2 (3|_| ] I ytes ( )
000, .... .... = Reserved: Not set —
..0 .... .... = Nonce: Not set Flags(H|0f £2[1) : 0x02(SYN)
| = congestion window Reduced (CWR): Not set >SYN: M{of st 22}o|HES| T gH
Y 1 = ECN-Echo: NoOT set
0. .. = Urgent: NOt set
..0 .... = acknowledgement: Not set X¥URG:7lg HE X2
. 0... = push: Not set ACK : - )zt 2
B PSH : E0[] 7%
wie: waae w..0 = Fin: MOT Set RSTEI‘H\!
window size value: 65535 SYN: H = g#H
[calculated window size: 65535] FIN - ‘E.'i -E-E
- —]

# Checksum: 0x1580 [validation disabled]
= options: (12 bytes)
Maximum segment size: 1460 bytes
No-Operation (NOF)
# Window scale: 3 (multiply by 8)
No-Operation (NOP)
No-Operation (MOP)
TCP SACK Permitted option: True

(0000 30 ed db 9b bb c6 78 2b <¢b af 6f ab 08 00 45 00
0010 00 34 2d ab 40 00 40 06 7e 46 dc 45 da &9 71 1le
0020 2 BB
0030 | 4 05 b4 01 03 03
0040
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@(2) TCP m=2!

Ma,

0040

ad AHe E§5 ¢

Time Source Destination
1075 1165.76558 220.69, 218.233 113. 30.102.
1076 1165.77403 113.30.102.133 220.69, 218.
1077 1165.77407 220.69. 218.233 113.30.102.
1078 1165.77419 220.69. 218.233 113.30.102.
1079 1165.78271.113. 30.102.133 220.69, 218.
1080 1165.79879113.30.102.133 220.69, 218.
1081 1165.79880:113.30.102.133 220.69, 218.
1082 1165. ?9881220.69.213 233 113.30.102.

1083 1165.79924 220.69
1084 1165. 80745 113. 30

- e e o s o

Transmission Control Protocol.

— o

133
233
133
133
233
233
233
133

113.30.102.133
220.69.218. 233

-

=4 (3 AHIL 20l
HZE RE(SYN))

Protocol
TCP
TCP
TCP
HTTP
TCP

HTTR /XM

TCP
TCP
TCP
TCP

Src Port: http (80). DSt Port:

Eo| H& o1

QLA et SE(ACK)

Length Info
66 csdmbase > http [5¥YN] Seq=0 Win=65535 Len=0 M55:
66 htt - L8]
54 csdﬂtr Source port : 80X ZE) =
191 GET / >HTTP(well-known) : & A{H ~
60 http > |Destination port : 1467(55X| 2 E) el
423 urTR/1 )= 90|2] ZE F 4 X|H(unwell-known)
60 http > - Zo0|HE =
54 csdmba - roret 2i
54 csdmbase = http [FIN, ACK] Seq=138 Ack=3M win=
EO http = csdmbase [ACK] seq-!?l Ack-139 Wir=6912 |

csdmbase (1467).

= - I

0. Ack: 1. Len:

5eq:

Source port: http (80) k
i ] : 1467

on port: csdmbase
stream index: 39]

Sequence number: 0 (relative seguenc
Acknowledgement number: 1

e number)

sk cusver]

(relative ack number

Header length: 32 bytes

—|F|ags 0x12 (SYI-.I. ACK)

000, .... rReserved: Not set
SR+ NONCe: MOT set
cens 0.l
R §
A N
-

ECN-Echo: NOT set
Urgent: WOT Setr

= Acknowl]edgement :
= Push: Mot set

. = Reset: Not set
«..1. = Syn: Set

Fin: Not set

S5et

F aeaa wawa

aaas oo 0 =

Congestion window Reduced (CwR):

NOT 5eT

W1ndow size value: 5840

[Calculated window size: 5840]

+ Checksum: 0xcfOc [validation disabled]
= options: (12 bytes)
Maximum segment size:
No-Operation (NOP)
No-Operation (NOP)

1460 bytes

03 07

!
Sequence number: 0
> 2 Mo 220|QES HIj= A [jZl0| o
AMAA HE = 00|}
Acknowledgement number: 1
> ZEl0|HUES HZE 2740 00|22
ol SE0|28 FolsFy H=& 10|C}

o & 839

Flags : 0x12(SYN, ACK)
>ACK : 22l0|2E £ o Ojs A

B{o] ol

SYN: &l Me7} Sc0|UEY E5 83

A

ed db 9b bb c6 08 00 45 00

a0 cc d2 86 2 31 80 12
05 b4 01 01 04 02 01 O

TCP SACK Permitted Option: True
No-Operation (NOP)
L L e I e S T e Y | S s 1= Y
[oooo 78 2b cb af &F ab 30
0010 00 34 00 00 40 00 31 06 ba f1 71 1e 66 85 dc 45
0020 da =9 NEENIREREEE=E
WhEVNTE d0 cf Oc 00 00 02 04

X+. .

+..0.
4. L@,

0.
1.

44



@(3) TCP IH2! =4 (& M HZ A s 220l E &21EE(ACK))

Mo, Time Source Destination

1075 1165. 76558 220.69. 218,233 113.30.102.133
1076 1165.77403 113.30.102.133 220.69, 218,233
1077 1165.77407 220.69.218. 233 113.30.102.133
1078 1165.77419 220.69.218.233 113.30.102.133
1079 1165.78271.113.30.102.133 220.69.218. 233
1080 1165.79879113.30.102.133 220.69.218.233
1081 1165.79880.113. 30.102.133 220.69.218.233
1082 1165.79881 220.69.218.233 112.30.102.133
1083 1165.79924 220.69.218.233 113.30.102.133
1084 1165.80745113.30.102.133

W+ B

| Frame 1077: 54 bytes on wire (432 bits),
| Ethernet II,
| Internet Protocol version 4,
] Transmission Control Protocol,

220.69.218.233

- e mem e o4 oo mem e e oo —— s m oo e

Src: Dell_af:6f:ab (7F8:2b:cb:af:6f:ab),

src:

Source port: csdmbase

src Port: csdmbase (1467),

Protocol ' Length  Info

TCP
TCP
TCP
HTTP
TCP

HTTP /X

TCP
TCP
TCP
TCP

54 bytes captured (432 bits)
Dst: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:c6)
220.69.218.233 (220.69.218.233),
Dst Port: http (80),

66 csdmbase > http [SYN] Seg=0 win=65535 Len=(
66 http > csdmbase [SYN, ACK] sSeq=0 aAck=1 win-

Source port : 1467(" 4 M X] £E)

423 HTTl . olojo] ZTE Z= 4 X|& (unwell-known)
60 ht - Zpjo|AHE
54 cs "= =

Destination port : 80(FXEX| £ E)
>HTTP(well-known) : &l i L

Dst: 113.30.102.133 (113.30.102.133)

Seq: 1, Ack: 1, Len: O

pestination port: http

Sequence number: 1 (relative sequence number)

Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
sfFlags: 0x10 (ACK)
000. ... = Reserved: Not set
R o = MONCe: MNOTL setr
P TR = Congestion window Reduced (CwWR): NOT set
Y = ECN-Echo: Not set
wess -0, ... = Urgent: NOT 5etT
wess waasl ou.. = Acknowledgement: Set
eess 2222 Q... = Push: NoOot set
cens sees 0., = REset: NOL set
cess ssss «.0. = Syn: NOL set
...{}=F1'rLNat set
Window s1ze value: 46537
[calculated window size: 372296]
[window size scaling factor: 8]
¥ Checksum: Ox8eed [validation disabled]
+ [SEQ/ACK analysis]
0000 30 e4 db 9b bb c6 78 2b cb af ef ab 08 00 45 00 O..en. Wt
0010 00 28 2d ac 40 00 40 06 7e 51 dc 45 da 9 71 1e
0020 o6 B5 NENAINEEDNGFEET 2 31 Be cl1l a0 cd 50 10
WLWEIYENS cO9 8¢ ed 00 00

—»

i

Sequence number: 1

H|31X| 2202 2 10|Ch(1->1)
Acknowledgement number: 1

> A MO HERFY2E 4-H|Th dl MH2| AR
A e 10| QI SE H==2 S0{ZC}.

> 9 AB|o] ZQHO| (3 T SEE WU
40|02 OJO|E{S HESHA| B0k AJHA HHE 4

Flags : Ox10( ACK)
>ACK : ¥l Me{o| HZAQHo| Cfst Seto|

[=Nult
HEQ| HRI=H

45



@(4) TCP IH2! =4 (& MBI 0l S20IHE| CI0IE B (PSH) 2t &1 SE(ACK))

Mo, Time Source Destination Protocol Length | Info
1075 1165.76558 220. 69. 218. 233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 win=65535 Len=0 MSs=1460 ws=8
1076 1165.77403 113.30.102.133 220.69.218.233 TCP 66 http > csdmbase [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS:
1077 1165.77407 220.69. 218. 233 113.30.102.133 TCP 54 csdmbase > | _ —
1078 1165. 77419 220. 69. 218, 233 113.30.102.133 HTTP 191 GET /admatcHSource port : 1467(¥HX| (£E) b &ci
1079 1165.78271.113. 30.102.133 220.69.218.233 TCcP 60 http > csdnf>2|2] ZE F 4 X|H(unwell-known)
1080 1165.79879113. 30,102,133 220.69.218.233 HrTP/e 423 wrte/1.1 200 - Zejo|¢iE
1081 1165.79880113. 30,102,133 220.69.218.233 TP 60 http > csdmf - . = =0
1082 1165.79881 220. 69. 218. 233 113.30.102.133 TCP 54 codnbase » H Destination port : 80(STX| X E) b
1083 1165.79924 220.69. 218. 233 113.30.102.133 TCP 54 csdmbase > >H'|TF{WE" knﬂWﬁ} *" *1“1 Len:
1084 1165.80745 113.30.102.133 220.69.218.233 TCP 60 http > csdmb

e s mm mmmm s mEme e me . - —-—— = s mem oms —_— - ~ Foae Fmea¥ = ——— s 8 e e

e e =A== =T S=F3 == =3 -== =S=F == == === = ===

Etherne: II src: De'l'l aF Ef ab (78:2b:cb:af:6f:ab), Dst: Cisco_S9b:bb:c6 (30:ed:db:9b:bb:cé)
# Internet Protocol version 4, Src: 220.69.218.233 (220.69.218.233), Dst: 113.30.102.133 (113.30.102.133)
B Transmission Control Protocol. Src Port: csdmbase (1467), Dst Port: http (80), Seq: 1, Ack: 1, Len: 137
source port: csdmbase (1467)

pDestination port: http (80)
'naex: 39

sequence number: 1 (relative sequence number) *

[Mext sequence number: 138 (relative sequence number)]
Acknowledgement number: 1 (relative ack number) Sequence number: 1
x i [Next sequence number : 138]

o ggg 0!18 .(T..sﬁ':::ierved: NOT set > ELEI'GIHEWH 4 M= Oo|lgHE TETHL
e20 .eu. .... = Nonce: Not set HIolE H&52 A3 Bz 15E 13871K29] H|0]
veve 0.u. .... = Congestion Window Reduced (CWR): Not set EE H&oloz S 2co|HEQ Hs = 1380]
vev. o0.. .... = ECN-Echo: Not set C}. (1->138)

L D Kinoniedgenent: set Acknowledgement number : 1
veve wee. 1... = Push: set > OFE & MEOM oHet @8HE: QX g2
vevs ewe. 0., = RESET: NOT set 2 opte| HEE 2 7HX| 22 @ LC
vess sses «.0, = SyN: NOT Set
0 = Fin: Not set —P .

wWindow size value: 46537 Flags. 0x18(PSH, ACK) .

[calculated window size: 372296] > PSH : 2jo|UES| mtY HE

[Window size scaling factor: 8] ACK : 22}0o|HEQ| o2t

# Checksum: 0x8f76 [validation disabled]

# [SEQ/ACK analysis]
+ Hypertext Transfer Protocol

0020 fmﬁm

0030 E T /admat |

0040 [ 1Eg qu ery_tit] n2teE Chs mfZl2 d5E= IolH7H
0050 e.php?ma tch=6oo =ol= @HZI0|IC

0060 le&pid=a do04&ci =012l W20t

0079 782bcha fofab it




(5) TCP 2! S4(SH0IHUES HI0IH ME0 et & A2l &2l SE(ACK))

Mo, Time Source Destination Protocol Length Info

1075 1165. 76558 220. 69.218.233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 win=65535 Len=0 MS
1076 1165.77403 113, 30.102.133 220.69. 218,233 TCP 66 http > csdmbase [5YN, ACK] Seq=0 Ack=1 win=584
1077 1165.77407 220.69.218.233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 Win=372296 L
1078 1165.77419 220.69.218.233 113.30.102.133 HTTP 191 GeET /admatching/guery title.php?match=Google&p
1079 1165.78271.113. 30.102.133 220.69.218.233 TCP , 60 http; Source port : 80(LMX| ZE) L
1080 1165.79879113.30.102.133 220.69.218.233 HTTP/Xv 423 HTTP/1

1081 1165.79880113. 30.102.133 220.69.218. 233 TCP 60 htep 5| > H11P (well-known) : ﬂlﬁ_ﬂ e n
1082 1165. 79881 220. 69.218.233 113.30.102.133 TCP 54 csdmbal Destination F'g't"t : 1467(5 94| 2E) 9
1083 1165.79924 220. 69.218. 233 113.30.102.133 TCP 54 csdmbal > ¥ 22| ZE F4 X7 (unwell-known) |,
1084 1165.80745113.30.102.133 220.69.218.233 TCP 60 http > : 22o|¢E 2

Frame 1079: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, Src: Cisco_9b:bb:c6 (30:ed4:db:9b:bb:cé), Dst: Dell_af:6f:ab (78:2b:cb:af:6f:ab)

Internet Protocol version 4, src: 113.30.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69.218.233)
Transmission control Protocol. src Port: http (80), Dst Port: csdmbase (1467), Seq: 1, aAck: 138, Len: O
Source port: http (80)
pestination port: csdmbase

m

Seguence m-meer': 1 (relative sequence number) *
Acknowledgement number: 138 (relative ack number)
Header length: 20 bytes Sequence number: 1
=fFlags: 0x10 (ACK) > Z2lo|HEQ| Ho|E M™&0 [Tt i 222
000 -en -en = Reserved: Not set HUjE 20|22 HIO[EE FSHX| 20}, AlA
ve.0 ... .... = NONCe: NOTt set =
e 0... .... = Congestion wWindow Reduced (CwWR): NoOL set HE 2H|SHA oo 0= 10|Ch(1->1)
. 0.. ... — ECN-Echo: NOT ser Acknowledgement number: 138
ee. ..0. .... = Urgent: Not set ?'-‘“ =Cl0|UEQ| Ho|H HE2=2 AlAL HS S ]
ces ...l ... = Acknowledgement: set HE 1377 ad|slgHeno=z 8 Hm ol 1380
e =--- 0... = Push: Not set so|ect S B S0}
. . .0.. = Reser: NoOr set
vee wssas «.0. = Syn: Not set
L. .... ...0 = Fin: NOT Set >
window size value: 54 Flags : 0x10( ACK)
[calculated window size: 6912] >ACK : 220|HE?9| HO|E M0 LCOfzh
[window size scaling factor: 128] o Ajujo| So|2Et
® Checksum: 0x25f0 [validation disabled] = - TEed
® [SEQ/ACK analysis]
0000 78 2b cb af 6f ab 30 e4 db 9b bb cé 08 00 45 00 Xt..0.0, ouwunn E.
0010 00 28 f4 dc 40 00 31 06 c6 20 71 le 66 85 dc 45 LF..
0020 da 9 :

0030 00 00 00 00 00 00



@©(6) TCP 2! 24(ZScH0IEN & MH2 HI0IH d&(PSH)1 22t0/HE2

A = o
HIOIH &5 01| CHet & 21 S E(ACK))
Mo, Tirmne Source Destination Protocol Length Info
1075 1165. 76558 220.69. 218.233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 Win=65535 Len=0 ws:
1076 1165.77403 113, 30.102.133 220.69.218.233 TcP 66 http o acut) oo f el 3 e cos
1077 1165.77407 220.69. 218.233 113.30.102.133 TCP 54 csdmb Saurce port : 80(LMX| ZE)
1078 1165.77419 220. 69. 218.233 113.30.102.133 HTTP 191 — /{>HTTP(well-known) : & Aj
1079 1165.78271.113. 30.102.133 220.69.218.233 TCP 60 http P
1080 1165.79879 113. 30.102.133 220.69. 218. 233 HTTP/X¢ 423 HTTP/ Deolsg“:t'E“EFS{”A 143“—. SA| ZE)
1081 1165.79880113. 30.102.133 220.69.218.233 TCP 60 hrep > 22l2| ZE F 4 X|H(unwell-known)
1082 1165.79881 220. 69. 218.233 113.30.102.133 TCP 54 csdmb - ELEH}|01 E
1083 1165.79924 220.69.218.233 113.30.102.133 TCP 54 csdmbd
1084 1165.80745113. 30.102.133 220.69.218.233 TCP

R s mE R R m A mas m mm == e s mam & —_—— - . . L

s ias s o e e e T e e

+ INnternet Pratcco’l version 4, Src: 113. 30 102.133 (113. 30. 102 133), Dst. 220 69. 218. 233 (220 69.218.233)
B Transmission control Protocol, Src Port: http (80), Dst Port: csdmbase (1467), Seq: 1, Ack: 138, Len: 369
sSource port: http (8O
i on _port: csdmbase (1467
index: 29]

= T T

Sequence number: 1 (relative seguence number) *

[Mext sequence number: 370 (relative sequence number])

acknowl men c: 138 (relativ number .

eador Tenoth: 20 b Sequence number: 1

= Flags: Ox1B (PSH, ACI-CS [Next sequence number : 138]

000. .... .... = Reserved: NOTU set = Y MH A S2o|HER Ho|gHE H&THOL
ce-0 .. .... = NONCe: MNOT set EIIGIE_I ;E_-é:_% J‘-qui H & 1_?_E_I aﬁgnl_xlol EIIGI
vess Oius ov.. = Congestion window Reduced (CwWR): NOT set - - —
. v. .0.. .... = ECN-Echo: Not set {51%3’%;36152 Chs & MB{2] == 3700|Ch
vee. .0, .... = Urgent: NoT setr -
cevs w221 .... = acknowledgement: Set Acknowledgement number: 138
cees saas 1o.. = Push: set = Iplo|HEC] A]-A H=0] 1380|C
cers s2es .0.. = RESET: NOT Set 2SEIO|AES] AL M=l |-
sees ssas «0. = SyN: NOT sSet

I T T [T S >{Flags : 0x18(PSH, AcK)

[calculated window size: 6912] > PSH : &l MHO| I HE

[window size scaling factor: 128] ACK : &l o] =ol =2

# Checksum: 0xel190 [validation disabled]
# [sEq/ackK analysis]

+ Hypertext Transfer Protocol

# exXtensible Markup Language

0020 e .. . .....F. mate g g ﬂuag M&E|= 0o
0030 - - . E_I;!I_E Dlh ﬁ“ I I.
0040 oo OK..D ate: Mon =

0050 J2c 20 31 36 20 41 70 72 20 32 30 31 32 20 31 33 , 16 Apr 2012 13
0060 J3a 31 32 3a 30 33 20 47 4d 54 0d 0a 53 65 72 76 112:03 G MT..5erv

alardal Pl e e T T T o T I BT R . T e P T e e e WP T T P L o PP T L L




©(7) TCP 3! 24(& MBS HZE T QE(FIN)L &01SH(ACK))

Ma, Time Source Destination Protocol Length  Info
1075 1165.76558 220. 69. 218, 233 113.30.102.133 TCP 66 csdmbase > http [SYN] Seq=0 Win=65535 Len=0 M55=14
1076 1165.77403113.30.102.133 220.69. 218, 233 TCP 66 http > csdmbase [SYN, ACK] Seg=0 Ack=1 Win=5840 Le
1077 1165.77407 220.69. 218, 233 113.30.102.133 TCP 54 csdmbase > http [ACK] Seq=1l Ack=1 Win=372296 Len=(
1078 1165.77419 220.69. 218, 233 113.30.102.133 HTTP 191 GET /ad 3d=:
1079 1165.78271-.113. 30,102,133 220.69, 218,233 TCP 60 http > dSource port : SG(HE*HH EE} n={
1080 1165.79879 113. 30,102,133 220. 69, 218. 233 HTTP/X¢ 423 HTTP/1.1 > HTTP(well-known) : 21 A{H
1081 1165.79880.113. 30.102.133 220.69.218.233 TCP 60 http > . . . — 691
1082 1165. 79881 220. 69. 218. 233 113.30.102.133 TCP 54 csdmbas Dglsg":t'ﬂnEpS{”A 147??(%@']::" l:'EE} 81
1083 1165.79924 220.69. 218. 233 113.30.102.133 TCP 54 csdmbasqd > 222 ZE T4 X (unwell-known) |55
1084 1165.80745113.30.102.133 220.69.218.233 TCP 60 http > : 2Cf0|HE Ler

[@ Frame 1081: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, Src: Cisco_9b:bb:c6 (30:e4:db:9b:bb:c6), Dst: Dell_af:6f:ab (7F8:2b:cb:af:6f:ab)

¥ Internet Protocol version 4, Src: 113.30.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69.218.233)

B Transmission Control Protoceol, src Port: http (80), Dst Port: csdmbase (1467), Seq: 370, Ack: 138, Len: O

SOurce port: http 80

str'eam index: 39

Sequence number: 370 (relative sequence number) l
Acknowledgement number: 138 (relative ack number)
Header length: 20 bytes Sequence number: 370
=fFlags: Oxl11 (FIN AEK'J > 9 Au{o] Eol2¢t QAo| A|RA HES HSHY
000. .... = Reserved: Not set HTlo = 3 o ™
...0 .... .... = Nonce: Not set gixeL HES E_‘E‘__._Oﬂ 9|5 AHL B 7} 14-H|f
. 0... = Congestion window Reduced (CwR): Mot set 5| Oh5 M3 L e &= 3710] ECE(370->371)
ce. -0.. = ECN-Echo: Not set Acknowledgement number: 138
css a0 co.oe = Urgent: NOT Set > FEo|HE9] AR A M5 9l 1380|LCF
«e «-.1 .... = acknowledgement: Set
cses sass 0... = Push: NOT set
vess ssss 0., = RESET; NOT set
ve wuse .0, = Syn: Not set Flags : Ox11(FIN, ACK)
El-cco ccoo ...1-Fil‘l:5!—t _h:‘_%lN:Qﬂ MEo| dH=g o

Window s1ze value: b4
[calculated window size: 6912]

[Window size scaling factor: 128]

# Checksum: 0x247e [validation disabled]

ACK : &l MH2| 2135

[0000 78 2b cb af &6f ab 30 e4 db 9b bb c6 08 00 45 00
0010 00 28 f4 de 40 00 31 06 6 le 71 le 66 85 dc 45
el e FRC 00 50 05 bb Be ¢l a2 3e d2 86 T2 ba 50 11
0030 [EETRFCENCEYORYY 00 00 00 00 00 00




(8) TCP Ii3!

(& A2 AZ2E=s R0 Uist 2ct0|HE2 &S EH(ACK))

Destination

113.30.102.133
220.69,218.233
113.320.102.133
113.30.102.1332
220.69.218. 233
220.69.218.233
220.69,.218.233
113.30.102.133
113.30.102.133
220.69.218.233

_—— = s

Ma, Time Source
1075 1165.76558 220.69.218.233
1076 1165.77403 113.30.102.133
1077 1165.77407 220.69.218.233
1078 1165.77419 220.69.218.233
1079 1165.78271-113.30.102.133
1080 1165.79879113.30.102.133
1081 1165.79880.113. 30.102.133
1082 1165. 79881 220.69.218.233
1083 1165.79924 220, 69.218.233
1084 1165.80745113,30.102.133

- AmE semE AmAmAm s mma ma me s === = mm =

Frame 1082:
eEthernet II,
Internet Protocol version 4,
Transmission Control Protocol,
source port: Cs

54 bytes on wire (432 bits),
src: bDell_af:6f:ab (78:2b:cb:af:6f:ab),

WlEH F

Src Port:

Protocol Length Info

TCP
TCP
TCP
HTTP
TCP
HTTR /X
TCP
TCP
TCP
TCP

54 bytes captured (432 bits)

Dst: Cisco_9b:bb:c6 (30:e4:db:9b:bb:c6)
Src: 220.69.218.233 (220.69.218.233),
csdmbase (1467

, DSt Port: http (80

66 csdmbase > http [SYN] Seq=0 Win=65535 Len=0
66 http > csdmbase [SYN, ACK] Seq=0 Ack=1 win=!
54 csdmbase > http [ACK] Seq=1 Ack=1 wWin=37229|
gl

60 htqSource port : 1467('LAX| ZE) Pl
423 HTY . o1o]0] mE F= 4 K™ (unwell-known)

60 ht : 2Plo|HE B\

54 Cs = r IL——— . C

54 csdDestination port : B0(5XX| ZE) L

60 ht]=HTTP(well-known) : &l it =61

Dst: 113.30.102.133 (113.30.102.133)
seq: 138, ack: 371, Len:

1

Destination port: htt 80

stream index: 39]

(relative sequence number)

sequence number: 138

Header

Acknuw1ﬁdgement number: 371 gre1ative ack numher;

!

Sequence number: 138

ength: 20 bytes

SfFlags: 0Ox10 (ACK)
000, .... .... = Reserved: Not set
.0 ... .... = NONce: NOtL set
wees Ouve ou.. = Congestion window Reduced (CwR):
weas 0., .... = ECN-Echo: NOT set
eees +a00 c... = Urgent: NOT set
exes 2221l .... = Acknowledgement: Set
weer veaw. 00,0 = Push: Not set
sess s:22. 0., = Reser: NOT 5eT
wees seas ..00 = Syn: NOT set
.. ... ...0 = Fin: NOTL set

NOT set

> 9 Mujo] HAZE LHof (43t e SES
L& 240|D2 CIO|E{S TSR] 220F A2 o

= AH|3IX| o0z = 1380|LC}.
Acknowledgement number: 371

> g MHo HAETE @F2= U Mo AIH
H< = 10| §718F 3710| K| ¢iC}

Flags : 0x10( ACK)

> >ACK : & Mu{o] RS2 QH0| i 2

Window size value: 46491

[calculated window size: 371928]
[window size scaling factor: 8]

+ Checksum: Ox8eed [validation disabled]
+ [SEQ/ACK analysis]

0000 30 e4 db 9b bb c6 78 2b cb af &f ab 08 00 45 00
0010 00 28 2d ae 40 00 40 06 T7e 4f dc 45 da e9 71 le
0020 66 85 [EIN STV FR-T 2 ba Be cl a2 3T 50 10
WElOEED S 9b Be ed 00 00

0..... pa s

- T
#F—.@A@u .E..E.

2jo|tEo| el g

E.

50



@(9) TCP TH3! = Eo)

Mo,

(2201

Destination

113.30.102.133
220.69.218.233
113.30.102.133
113.30.102.133
220.69,218.233
220.69.218.233
220.69.218.233
113.30.102.133
113.30.102.133
220.69.218. 233

Time Source
1075 1165.76558 220.69. 218.233
1076 1165.77403 113.30.102.123
1077 1165.77407 220.69.218.233
1078 1165.77419 220.69. 218.233
1079 1165.78271.113.30.102.133
1080 1165.79879113.30.102.133
1081 1165.79880:113.30.102.133
1082 1165.79881 220.69.218.233
1083 1165.79924 220.69.218. 233
1084 1165.80745113.30.102.133

+ Frame 1083: 54 bytes on wire (432 bits),
# Ethernet II, Src: Dell_af:6f:ab (F8:2b:cb:af:6f:ab),
# Internet Protocol Version 4, Src:

B Transmission Ccontrol Protocol.
Source port: csdmbase (1467)

5rc PoOrt:

HEE= QE(FIN)

01 SH(ACK))

Protocol Length Info

TCP 66 csdmbase > http [SYN] Seg=0 Win=65535 Len=0 b
TCP 66 http > csdmbase [5YN, ACK] Seq=0 Ack=1 win=5!
TCP 54 csdmbase > http [ACK] Seq=1 Ack=1 wWin=372296
HTTP 191 GE i gled
TCP 60 ht]Source port : 1467 (2 41X| ZE) 912
HITP/Xx 423 HT), olo|o| ZE Z=4 X|H™(unwell-known) |
TCP 60 ht 8 w
Tcp 54 cs : 2e0|UE =37:
TcP s4 csdDestination port : 80(=5XX| £ E) 1w
TCP 60 ht{>HTTP(well-known) : & Ay =69:

54 bytes captured (432 bits)

Cisco_9b:bb:c6é (30:ed4:db:9%b:bb:cé)
220.69.218.233 (220.69.218.233),
csdmbase (1467),

DsL:

Dst: 113.30.102.133 (1132.30.102.133)
seq: 138, Ack: 371, Len:

Dst Port: htrp (80), 0

Destination port:
Stream 1I"IX:

Sequence number: 138 (relative seguence number) l
Aacknowledgement number: 371 (relative ack number
Sequence number: 138
- oSO EIN,ACKN e S > 2EH0|UE SUSH 2HO| A|HA HMS HsHE
o  Nomce: Not set Qx| HAEITE HFHY o5 AHL H= 7 14-H|)
vevs Ouvs v = Congestion window Reduced (CWR): Mot set | CFS A& A HSs = 1390] =ICH(138->139)
.0.. .... = ECN-Echo: Not set Acknowledgement number: 371
..0. = Urgent: NOT set = |l qye] A3 A HE= Q1 3710|CF.
N . = Acknowledgement: Set
vea. 0. = Push: Not set
0.. = Reset: NOT set
vee. ..0. = Syn: NOt set Flags : Ox11(FIN, ACK)
oo =o.. ...1 =Fin: Set > > FIN : 2C0|HEe| HES=E gH
window size value: 46491 ACK : 22}0|¢E 0| Sol2Et
[calculated window size: 371928]
[window size scaling factor: 8]
1 Checksum: Ox8eed [validation disabled]
iDDDO 30 e4 db 9b bb c6 78 2b «¢b af &f ab 08 00 45 00 0..... ¥+ ..0...E.
|0010 00 28 2d af 40 00 40 06 7e 4e dc 45 da e9 71 1le (-.®. &8, ~N.E..Q.
|0020 IR0 S bb 00 50 d2 86 2 ba Be c1 a2 31 50 11 w
|0030 b5 9b 8e ed 00 0OC

51



@(10) TCP IH2!

Mo,
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084

# Frame 1084:
+ Ethernet II,

B Transmission Control Protocol.
Source port: http (80)
Destination port:

(2210/01E9)

Time Source

1165.76558 220.69, 218.233
1165.77403 113, 30,102.133
1165.77407 220. 69, 218. 233
1165.77419 220.69. 218. 233
1165.78271-113. 30.102.133
1165.79879113.30.102.133
1165.79880:113. 30,102.133
1165.79881 220. 69, 218. 233
1165.79924 220.69. 218. 233
1165. 80745 113. 30.102.133

csdmbase

Destination

113.30.102.133
220.69.218,233
113.30.102.133
113.30.102.133
220.69.218.233
220.69.218.233
220.69.218,233
113.30.102.133
113.30.102.133
220.69.218.233

60 bytes on wire (480 bits), 60 bytes captured (480 bits)
src: Cisco_9b:bb:c6 (30:e4:db:%b:bb:c6), Dst: pDell_af:6f:ab (7F8:2b:cb:af:6f:ab)

# Internet Protocol version 4, Src: 113.30.102.133 (113.30.102.133), Dst: 220.69.218.233 (220.69.218.233)
src Port: http (80), Dst Port: csdmbase (1467), Seq: 371,

Z23E QO UE & AH2 &218E(ACK))

Protocol  Length  Info

TCP 66 csdmbase > http [5YN] Seq=0 Win=65535 Len=0
TCP 66 http > csdmbase [5¥N, ACK] Seq=0 Ack=1 win=!
TCP 54 csdmbase > http [ACK] Seg=1 Ack-l Win=37229¢

HTTP 191 GET

L2 60 http|Source port : 80('& M X]| iE}

IR 4;3 :TI’P >HTTP(well-known) : &l A H{

E; 54 c:;ﬁ Destination port : 1467(5=X| ZE)
TCP s4 csdml > 2|2 ZE F 4 X|7H(unwell-known)

TCP 60 http

Ack: 139, Len: D

(relative sequence number)

A § T Push: Not set
css +r-- 0., = RESET: NOT S5etT
..0. = Syn: Not set

...0 = Fin: NOTL Set

139 (relative ack number) Sequence number : 371

= F'Iags Ox10 (A‘CK) = _?é! )‘-IH-IEI E%‘%E _g_jic-.l{}ll EH_?L_I- II:_I—:'I:; %ll::ll_%
000. .... .... = Reserved: Not set = Aol = Ho|geE TEOX| g2of, A2 E
e ... .... = NOnNce: Mot set £ AH|o}X] #22eo=s 0= 3710|C}
ceas 0., ... = Congestion window Reduced (CwR): Not set Acknowledgement number : 139
. . 06. A Eg;;ﬁ:t’lo;osozeiet > ZE0|HEe HEZE gHoezr ZZ0|HE]
- - - - = - —_ -
. i R Acknowledgement: Set AMAHS Mo 10| S71et 1390] S|ALCH

Flags : 0x10( ACK)
— | ~ACK : 2ejo|¢iE] iIE=2 e s

# Checksum:
# [SEQ/ACK analysis]

W1ndow s1ze value: 54
[calculated window size: 6912]
[wWindow size scaling factor: 128]
0x247d [validation disabled]

d2 86 T2 bb 50 10
00 00 00 00 00 00

& Auo| golse

0000 78 2b cb af &f ab 30 e4 db 9b bb c6 08 00 45 00 X+..0.0. ..., E.
0010 00 28 f4 df 40 00 31 06 <¢6 1d 71 le 66 85 dc 45 .T.

0020 da e9 [ECTINVEN T NV
WEIVINO0 36 24 7d 00 0O
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